GROUP POLICY

SAFRAN PRODUCT
CYBERSECURITY
Aeronautics, defense and space industries do not accept failure. Wether designed for civil
or military purposes, Safran’s products and services are continuously guided by the utmost
safety and security imperative.
With the threat of cyber-attacks linked to the growing use of new technologies and digital
devices, Safran and its customers are compelled to incorporate cybersecurity in the existing
safety and reliability commitments at the highest levels of priority. Safran, its personnel and
organization, must therefore adapt their answers in an explicit, structured, and efficient way.
As a consequence, our cybersecurity obligation must encompass the following main
principles:
The cybersecurity requirement must become an omnipresent parameter at each phase of
the existence of our products and services: design, development, operation or support. It
represents a complement to the Group’s imperious quality commitment, and to the classic
IT security need.
It shall include the full scope of our internal processes and suppliers’ systems and equipment,
and comply with the existing or future requests from authorities and customers in this
matter.
And while protecting from potential cyber-attacks, imposing ourselves the utmost security
imperative will also constitute a significant competitive added value for our products and
services.
And to achieve the highest standards in cybersecurity goals we must adapt our organization:
With the implementation of a related organization within each Tier One Company, under
the leadership of “Product Security Officers”, in charge of identifying the vulnerabilities
of supplies, products and services, listing deviations from, or evolutions of the Group’s
standards, and achieving the related remediation action plans.
As well as at the corporate level in charge of coordination and monitoring, a set of directives,
standards and KPIs, interface with functions involved, control, training, or crisis exercises.
In the increasingly technological and digitalized world, Safran must be at the top of digital
security. It is our common duty to guarantee the safety and security, thus including the
cybersecurity, of our products and services to customers and to the public. Each of us shall in
this matter, to help the Group progress. I know that I can count on your initiatives, organization,
achievements of this Policy, and vigilance.
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